Creating a VeraCrypt

volume" [an encrypted folder] in which to
store your files and folders, by dragging
them into the newly-created 'Volume'
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Although the some pictures here show
TrueCrypt as the software in use,
VeraCrypt has exactly the same interface.
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TrueCrypt Volume Creation Wizard

 Create an encrypted file container

Creates a virtual encrypted digk within a file, Recommended for
> inexperienced users.

More information

" Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive (e.g. a flash drive). Optionally, creates a hidden vaolume.

" Encrypt the system partition or entire system drive
Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., wil need to enter the correct password each time
befaore Windows boots. Optionally, creates a hidden system.
More information about system encryption

Volume Type

+ Standard TrueCrypt volume
Select this option if you want to create a normal TrueCrypt

H volume,

" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted vaolume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

More information about hidden volumes
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Don’t click the little black down arrow, since
you’re creating a new "Volume" [folder]
which doesn’t yet exist.

Click once in the white box and type the
name you want for the folder.

Put .hc at the end to set the file-type.

Volume Location

| VeraCrypt Demo.hd| Select File...

lever save history

A VeraCrypt volume can reside in a file (called VeraCrypt container), which can reside
on a hard disk, on a USB flash drive, etc. A VeraCrypt container is just like any
normal file (it can be, for example, moved or deleted as any normal file). Click ‘Select
File' to choose a filename for the container and to select the location where you wish
the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt it; the file wil be ]
deleted and replaced with the newly created VeraCrypt container. You will be able to
encrypt existing files {Jater on) by moving them to the VeraCrypt container that you

are about to create now. |
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Encryption Options
Encryption Algorithm
b T ) | AES el | Test
FIPS-approved cpher (Rijndael, published in 1998) that may be used by U.5.
government departments and agendes to protect dassified information up to the
Top Secret level, 256-bit key, 128-bit block, 14 rounds (AES-258). Mode of
operation is XTS5,
Maore information on AES Benchmark I
Hash Algorithm
VeraCrypt
SHA-512 o Information on hash algorithms
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JeraCrypt Volume Creation Wizare

Volume Size
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Free space on drive C:\ is 744.28 GB

Decide how big you want the
"Volume" [folder] to be—you can't
change it once you've created the
folder.

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will specify its
maximum possible size,

While just trying the software, just
go for 1 megabyte.

This is great for practising using
the software.

Mote that the minimum possible size of a FAT volume is 292 KB. The minimum possible
size of an exFAT volume is 424 KB, The minimum possible size of an NTFS volume is
3792 KB. The minimum possible size of an ReF5 volume is 542 MB.
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VeraCrypt

When you've entered a value, click
NEXT ...
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Volume Size
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Free space on drive C:\ is 382.90 GB Practise with a small VOIUme, SO type in 1
for one megabyte - you choose kB / mB or
Please spedify the size of the container you want to create. gB, as you can see.

If you create a dynamic {sparse-file) container, this parameter will
spedfy its maximum possible size.

Note that the minimum possible size of a FAT volume is 232 KEB.
The minimum possible size of an NTFS volume is 3792 KB.
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Volume Password

Password: I

Confirm: I

Use keyfiles
[ Display password

It is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is & random combination of upper and lower
case letters, numbers, and special characters, suchas @~ =§* +
etc. We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64,
characters.

Passwords can contain spaces, symbols,
UPPER, lower case letters and numbers.
Something like :

My old man's a Dustman @1964

Is fine - just don't forget it, as there's no way
to set a reminder - use LastPass to set a
reminder as a 'secure note'.

| personally like to use a family member +
birth-year.

So BeatriceLily1910 is easy, if that was
grandma.

| actually would put BL on the end of the
"Volume name", since they're editable.

You can't alter the size, but you can change
the name to whatever you like!
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Following the instructions, moving the mouse, or the keypad, so that t
keep encrypting. Wait for the green bar to appear!! Then clic/’ FORMAT - at which point it

will prepare the Volume for you with your password embedded.
The larger the stated volume, the longer it will take to encrypt.
500kB [the minimum] - half a second!

50 gB - a bit longer!!

soft ware will randomly

Volume Created

The TrueCrypt volume has been created and is ready for use, If you
wish to create another TrueCrypt volume, dick Next, Otherwise, didc
Exit.
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Your volume/folder will be located via

This PC >> Windows (C:) >> Users >>
YourComputerName

MOVE the volume/folder to wherever
you want to store it [MyDocuments /
Thumb-Drive etc]

They're moveable at ANY time.




